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Concetti Chiave 
sull’ 
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La trasformazione in atto
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Software2 & technology
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Media & 
entertainment
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Education

Banking & insurance

Manufacturing3 Public sector

Telecom

Transport, logistics, & travel

Metals & Mining Energy & environmental4

Generative AI will impact all sectors, with highest disruption expected in Software & technology, and Media & 
entertainment

Competitive
shifts impact HighLow

1. For each industry, industry-specific software is included 2. Industry-agnostic software 3.Includes aerospace and defense, automotive and assembly, chemicals, semiconductors, basic materials 4. Includes oil and gas, power

Impact of GenAI across industries1 Key takeaways

Media & entertainment 
paradigm shift from artificial 
content generation and 
media co-pilots enabling 
novel hyper-personalized 
content creation at low costs
Software2 & technology 
impacted by radical 
developer productivity 
growth and new 
conversational interaction 
patterns across solutions
Banking & insurance 
impacted by massive 
automation potential and 
personalization opportunities

High

Low

Low Product innovation High
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There are 8 key 
risk categories 
associated with 
the use of 
generative AI

Key risks can further lead to regulatory, legal, reputational and business consequences

Risk category Description of potential risk Impact of generative AI on risk landscape

Impaired Algorithmic bias; misrepresentation of Generative AI can produce content that is not clearly identifiable as AI-
fairness generated content as human-created generated, leading to confusion or deception of users

IP Infringement on copyrighted or otherwise Foundation models typically leverage internet-based data, leading to
infringement legally protected materials incidents of IP infringement (e.g., copyright violations, plagiarism)

Privacy Unauthorized use/disclosure of personal or Generative AI may heighten privacy concerns through use of personal
concerns sensitive information or sensitive information for model training

Malicious use AI-generated promulgation of malicious 
content

Generative AI, particularly open-source LLMs, can be leveraged to
create and disseminate malicious content (e.g., falsehoods)

Security Vulnerabilities in generative AI systems Generative AI applications may be subject to prompt injection and
threats that may breached or exploited other vulnerabilities (e.g., payload splitting to bypass safety filters)

Performance & Inability to explain model outputs Foundation models may generate factually incorrect or outdated
explainability appropriately and model inaccuracies answers (e.g., hallucination)
risk

ESG impact Non-compliance with ESG standards; 
reputational risk

Training and deployment of foundation models may increase carbon 
emissions and exceed ESG commitments or lead to workforce
disruption

Third-party Risks associated with the use of third-party Use of third-party generative AI models and tools can impose risk of
risk AI tools proprietary data being used by public models

Key Risks and Impact of Gen AI
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Gen AI 
nella 

professione di ingegnere
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Da tecnico a progettista di sistemi intelligenti
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L’IA come strumento abilitante per l’ingegnere
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Riflessioni etiche e deontologiche
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Considerazioni finali
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