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Cyber threats 2021:
the facts

Every 11 seconds

A cyber or ransomware attacks occur’

$6T

Total global impact of cyber crime
in 20212

$13M

Average cost of cybercrime for
an organization3

*1Cybersecurity Ventures: https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021
2QybersecurityVentures: https.//cyberseeurityventures.com/cybercrime-damages-6-trillion-by#2021

3Accenture Insights, Ninth Annual Cost of Cyber crime Study March , 2019 - https://www.aecenture.com/us-en/insights/security/cost-cybercrime-study
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Cyber attacks — a threat to Transformation

Inadequate Cyber Recovery is an
Data-driven Society Protection for Enabler of Security
Critical Data Transformation
Data has immense Cybercrime and cyber Modern threats require
value, offers insights warfare are outpacing modern protection,
and transfers leverage. preventative solutions isolation and intelligence
Data fuels Global and are terminal threats to enable recovery in
economies and our to businesses, wake of successful
professional, social Governments and all ransomware
and individual lives data-driven entities or cyber attack
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"64% of Global IT decision makers are concerned that they will
experience a disruptive event in the next twelve months™

Global Data Protection Index Survey 2021 Snapshot

“67% of Global IT decision makers are not very confident that all
business critical data can be recovered in the event of a destructive
cyber attack.” 1

Global Data Protection Index Survey 2021 Snapshot

1Based on research by Vanson Bourne commissioned by Dell Technologies, “Global Data Protection Index 2021 Snapshot,” carried out February — March, 2021
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IVASS : RICHIAMO AL RISPETTO DELLE MISURE RESTRITTIVE ADOTTATE DALLA UE IN RISPOSTA
ALLAGGRESSIONE MILITARE RUSSA IN UCRAINA

https://www.ivass.it/media/comunicati/documenti/2022/ivcs538.pdf

e CONSOB gyivassg —omd

Ruma. Tmisse 2007

RICHIAND AL REBFETTC DELLE SISURE RESTRITTIVE AYTTATE BALLS LE
1% HEMFCRTA AL GG RESBINE AELTTAIE M I UCHAENA

Nars i hefia, CTIRSOHE P ASS @ LI ek b | anaag i iol soggett) vigeladi ai g napaisi
delke mimne restrrve decise dalMUmines csapes moiepeets dlle siusnone @ omam

Le s som ol s i dell Gugecty, wifuiale T W pen: s, de) Comnial Si invitano, inoltre, i soggetti vigilati a considerare attentamente

sirogeeg S Ligish & |aforaaca ey T inasgi ..._I_l el it ol Sk | s

S rerinds chid b mniae - sdistak dull L nEme sonpes medoene Ragolamen) @ [Raoiaim - e I planl dl Contlnlﬂté aZIendaIe (bUSIneSS Contlnlﬂty plan) e a

wipaidaidl rolla Tome el & sades dlrotrameaie ¢ aEraliaanenl i spploakeli @b dogl S

i garantire il corretto funzionamento e il pronto ripristino dei
| magpeit vigedah s ey, poriseic, 3 mpdirke. aefcnde @ oafo :n:r!l"!: £ 1 dopasrier backup; in tale ambito, si sottolinea I,importanza di

pidEnr L iR lsieke ol anl FRENE g rRarerido Selle (vasdid i e

4 i e e gl il . gommunveezions deli i & songelamenin sppdiome 3 garantire la separazione dell’ambiente di backup da quello

mpeth devpnm axhnenn e dieea ik cossibrmme kB mdieaemm omee dala ULF con il

B di esercizio, valutando la possibilita di prevedere soluzioni

Akiapm 1 ks & et el ISl . ek d st 41 di backup offline (ossia che non siano fisicamente o

i larion m poias il Bn s & maley O O eckmenn rend o il o e e ool dahil cha el

logicamente collegati alla rete) dei sistemi e dei dati

B ievilab, baoliie, | soggem wlall & cormldeiine amoiiainenie | pleil ol comlirin aZkeidile H H
| B condasr |l\.‘.;l||r: 3 .lnl:ul.' 1] SRy B ienarrenin £ pronea ryrsing dat sackags o esse nZIaI I L]
tiky ikl e, & sErodivas Uanpenaszs d gamnies b spewartons Gl anshieiae & Ba dug da gaa o

51 parTeraH valularsdo ln prmsshdiis -8 peevedere s e sackp aflew iDsom che aen oewm

fracamaibe o hgarmenie oolegati nlla pete ol S & dot dili seeecial

S lunilado, il | soppen| Srgilal|  prostang §myidui Soptindig agdi gt B dal
Lo ml:’ "m.:lll b-.l-J ai Bewjnaic Tewdi - ||i|: Il\.lr |||:| g por s e g Ll gl

DelL?

50f97  © Copyright 2021 Dell Inc



Broad spectrum of sophisticated cyber threats

Crime

Theft & extortion
for financial
gain

Motivations, Techniques and Goals

Insider

Trusted insiders
steal or extort
for personal,
financial, &
ideological
reasons.
Increasingly
targeted because
of privileged
access to
systems

Espionage

Corporate or
Nation-state
actors steal

valuable data

Hacktivism

Advance
political

or social
causes
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Terrorism

Sabotage &
destruction to
instill fear

Warfare

Nation-state
actors
with destructive
cyber weapons
(NotPetya)
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Cyber resilience
IS a strategy.

A high-level holistic strategy that includes
cyber security standards, guidelines,
people, business processes and
technology solutions.

Example: NIST Cybersecurity Framework




yber Recovery
IS a solution.

A data protection solution that isolates
business-critical data away from attack
surfaces.

Critical data is stored immutably in

a hardened vault enabling recovery
with assured data availability, integrity
and confidentiality.

es(l|ennt D&l L Technologies
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1ISO 22301 — Cyber resilience come abilitatore

Business Continuity ed a conseguire la certificazione ISO 22301.
un parametro
richiesto
per partecipare a gare pubbliche e
private

resilienza organizzativa
recupero piu veloce a fronte

di un interruzionel/incidente

Business
Lantinuity Shateg

IS0 22301 - 2012



Disaster Recovery is not Cyber Recovery

Disaster Recovery / Business Continuity is not enough to address modern cyber threats

CATEGORY

Recovery Time

DISASTER RECOVERY

Recovery Point

Close to instant

Nature of Disaster

Ideally continuous

Impact of Disaster

Flood, power outage, weather

Topology

Regional; typically contained

Data Volume

Connected, multiple targets

Recovery

Comprehensive, all data

Standard DR (e.g., failback)

Reliable & fast

1 day average

Cyber attack, targeted

Global; spreads quickly

Isolated, in addition to DR

Selective, includes foundational services

Iterative, selective recovery; part of CR

DeLL Technologies




Cyber Recovery Requirements

Modern threats require modern solutions

~

Isolation Immutability Intelligence
Physical & logical Preserve original ML & analytics
separation of data integrity of data identify threats

EEa |
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PowerProtect Cyber Recovery

Data Vaulting and Recovery Processes
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